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THREE TRUTHS 
A Preface 



1. Threat Agents Continue To Surprise 

Image credit: Mikael Altemark 
https:// creativecommons.org/licenses/by/2.0/ 



2. Complexity Continues To Increase 

Image credit: Mark Skipper 
https:// creativecommons.org/licenses/by/2.0/ 



3. Our Resources Become Scarcer 

Image credit: james j8246 
https:// creativecommons.org/licenses/by/2.0/ 



The Basics (still) Need To Be 
Automated 

ÅConfiguration Management 

ÅVulnerability Management 

ÅInventory Management 



SACM INTRODUCTION 
An IETF Working Group 



The Gist 

Enterprise assessment of endpoint posture 
 
1. Identify endpoints 
2. Determine specific endpoint elements to assess 
3. Collect actual value of elements 
4. Compare actual to expected values 
5. Report 
 

(By the way: Be enterprise-wide and interoperable) 
 

(In effect: Define an ecosystem) 
 



Endpoint Posture 

²Ƙŀǘ ŘƻŜǎ άŜƴŘǇƻƛƴǘ ǇƻǎǘǳǊŜέ ƛƴŎƭǳŘŜΚ 

ÅConfiguration 

ÅVulnerability 

ÅInventory 



SACM Deliverables 

ÅInformation Model 

ÅSupporting Data Model and Operations 

ÅArchitecture and Protocols 
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Done or In-progress Drafts 

ÅUse Cases with usage scenarios (RFC 7632) 

ÅRequirements (in progress) 

ÅArchitecture (in progress) 

ÅInformation Model (in progress) 

ÅTerminology (in progress) 



Use Cases 

ÅDefine, publish, query and retrieve security 
automation data 

ÅEndpoint identification and assessment 
planning 

ÅEndpoint posture attribute value collection 

ÅPosture attribute evaluation 



Usage Scenarios 

ÅDefinition and publication of automatable 
configuration checklists 

ÅAutomated checklist verification 

ÅDetection of posture deviations 

ÅEndpoint information analysis and reporting 

ÅAsynchronous compliance/vulnerability 
assessment at Ice Station Zebra 

ÅIdentification and retrieval of guidance 

ÅGuidance change detection 



SACM Requirements 

ÅGeneral requirements (ecosystem-wide) 

ÅArchitecture 

ÅInformation Model 

ÅData Model 

ÅData Model Operations 

ÅTransport Protocols 
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SACM Architecture 



SACM Information Model 



SACM Information Model 



SACM Terminology 

A living document; source of record for: 

ÅSACM-specific terminology 

ÅTerms leveraged by SACM but defined 
elsewhere 

 

Strives to be semantically accurate. 



EXAMPLE APPLICATIONS OF  
ARCHITECTURE TO USAGE SCENARIOS 



Three Modes for Controller 

ÅBroker:  Controller brokers the authorization 
and redirects consumers to producers 

ÅRepository:  Controller stores data from 
producers and provides data in response to 
consumer requests 

ÅProxy:  Controller acts as proxy, collecting the 
data from the producers and presenting it to 
consumers 



2.2.1 ς DEFINITION AND PUBLICATION 
OF AUTOMATABLE CONFIGURATION 
GUIDES 



+ 

1. Vendor publishes guide information to Controller 
2. Controller notifies Consumer: Configuration Service 
3. Configuration Service requests guide from Controller 
4. Controller proxies the retrieval of guides 

2.2.1 ς Define and Publish Automatable Configuration Guides 
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Controller 

Configuration 
Baselines 
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(Proxy) 
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+ 2.2.1 ς Define and Publish Automatable Configuration Guides 
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1. Vendor publishes guide information to Controller 
2. Controller notifies Consumer: Configuration Service 
3. Configuration Service requests guide from Controller 
4. Controller proxies the retrieval of guides 
5. Admin publishes custom checklists to Controller 
6. Controller notifies Consumer: Configuration Service 
7. Configuration Service requests checklists from Controller 
8. Controller proxies the retrieval of checklists 



2.2.2 ς AUTOMATED CHECKLIST 
VERIFICATION 



+ 2.2.2 ς Automated Checklist Verification 

Endpoint Management 
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Configuration 
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3. Data Exchange (Direct Communication) 

Managed 
Endpoint 

6. 

(Broker) 

1. Endpoint Management DB publishes a topic 
to Controller defining itself as an owner of 
endpoint data.  

2. Baseline Service subscribes to endpoint data; 
Controller informs Service that data exists on 
the EMDB and authorizes data transfer 

3. Data transfer is direct between entities 
4. New checklists are published to the 

Controller. 
5. PDP subscribed to checklists is notified of 

new checklists, and direct communication      
is authorized 

6. PDP downloads checklists from Baseline 
Service directly 


